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Toolbox

You'll need the following resources in your digital

additional resources of your own:

Scrap paper or
of some of the
cards in the set

Recently
published
dictionaries

[e—_

Trade
magazines,
newspaper
articles or
technology
websites

Letter tiles

(e.g. from
Scrabble)
Counters for
keeping scores
on quizzes/team
activities

The Education and Training Foundation, Spring 2018

skills ‘toolbox’ but may also wish to add existing

Pencils or
pens

People talking — all of
these activities
involve whole, small
group or pair
discussions
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Why development is needed: UK digital skills shortages

Digital skills are now used in every area of everyday life. They allow us to be productive at work,
engage in lifelong learning and participate fully in our local community and beyond. Whether we are
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A digital skills framework

Digital literacy is:

“The skills which fit someone for living, “The ability to find, evaluate, use, share, and
learning and working in a digital society.” create using technology and the Internet.”
Jisc (2015) Cornell University (2018)

Based on three recognised digital skills frameworks (OU, 2017: Jisc, 2015: EU, 2017),
digital skills and literacies can be divided into 4 domains which are mapped in these activities:

1. Creating and curating a digital identity —
positive digital footprint, data security and personal safeguarding and wellbeing

2. Working with digital information —
searching for, sourcing, validating, storing and retrieving information

3. Creating and managing digital content —
a nBT/F2 12 ho(2d(e)-o(e)-ume(nt)]s s3(ci)-im(d )gesa5(or)epyrigh

The Education and Training Foundation, Spring 2018




Mapping the activities on the cards to the digital skills framework

The activities map to the digital skills framework on the previous page in the following ways:

1. Creating and curating a digital identity

Activity:
1,2,4,5,6,7,9, 10, 11

2. Working with digital information

Activity:
1,2,3,5,8,9, 10, 11, 12

3. Creating and managing digital content

Activity:
1,3,5,8,9, 10, 11, 12

4. Digital communication and collaboration

Activity:
1,2,3,45/6,7,8,9,11

Activities can be used as a formal starter or ‘ender’. Alternatively, shorter tasks — such as ‘the worst password’ think
piece from activity 1 - could be embedded as a discussion during a break or while setting up or clearing away.

The tasks can be used simply as laminated cards with the suggested accompanying resources. Alternatively, some can
be used in a ‘Q&A’ or quiz formats or turned into a game such as ‘Call My Bluff’ or ‘The Weakest Link’; others may be
copied and used as a tactile, matching activities. With access to an interactive whiteboard or PCs, some can be adapted

to allow use of ‘drag and drop’ e.g. activity 2 or 3.

Note
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Activity 1: How safe is your password? Use Z AK»

Whether you are logging onto a computer, accessing an online account
such as Facebook, using online banking or communicating via Skype,
having a strong password is vital to keep your account safe.

Part 1:

2-minute group discussion on ‘the worst password’ — what is the most unsecure
password you could ever have and why? What is the danger in an unsafe password?

Part 2:

Split into groups of 2 or 3, work together using letter tiles to create some safe and
easy to remember passwords which you could use to keep your accounts secure.

Join back together as a whole group and share a few creative answers.
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Activity 1: How safe is your password? Suggested solutions and hints:

A Safe passwords shouldn’t be easy to guess based on knowing personal details. They should not be so
V™ N . . .
complicated that you need write them down either, never do that!
Use different passwords for different accounts; use a password manager such as LastPass, 1Password,
or SplashlID to create and then store passwords securely.

Part 1: ‘The worst password’

Which Magazine (2017) found that the most unsecure passwords include: 1234567, password, letmein, qwerty and
111111. Using a family birth date, your postcode, phone number or a favourite pet, team, film or band name is also
not safe - it makes the password easily guessable by anyone who knows you.

Part 2: Create a safe password

Safe passwords use non-alphanumeric characters such as £ @ # ! & or $ and a mixture of capitals and lower-case
letters. Think ‘James Bond’ codewords and see how creative — but still readable - you can be!

Encourage ‘play’ with names, swapping letters for numbers or other characters; give examples such as:
Ric#arD V@ne$$@ @Dlty@ JO@nn@ C@trlOn@ Natafly@ HET@QL @LeXP@$$wOrD

Use different passwords for different accounts by keeping the main part of the password the same and then putting an
F in front of it for Facebook, T for Twitter, B for banking, S for Skype and so on.

Note: Learners should be reminded that they should not use passwords the same or similar to those created during this
activity in future as their ‘real’ passwords as they have shared them with others in the group.
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Malware

A program written to use your computer
without your permission usually hidden
in a web page

Use Chrome or Firefox browsers. Install
anti-virus software onto your device and
keep it updated with the latest virus
definitions

Spam

Unwanted emails sent to millions of
users containing adverts, phishing or
spreading malware

Install anti-spam software.
Avoid clicking on unknown, untrusted
email links

Oversharing

Posting photos and updates which reveal
your location, address or details such as
your house number to anyone on social
media putting you at risk

Avoid posting personal details. Restrict
posts to ‘friends only’ to stop them being
shared widely. Think before sharing
locations

Cyberbullying

Any form of bullying or harassment using
electronic means such as email or social
media e.g. threatening someone in a
Facebook post

Restrict your social media posts to
‘friends only’.

Report and ‘unfriend’ anyone who
threatens you online
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Activity 4: Time to tweet! Use -

First, ask the group to explain what they already know about what Twitter is and how it's used.
Then, ask everyone in the group to
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Activity 5 — ‘Fake News!" and how to spot it Use

The Internet gives us instant access to pages and pages of information on any subject we wish. But when we
search how do we know that our results are correct? Some information we find might be deliberately biased —
such as ‘fake news’ — sometimes information is inaccurate due to a mistake or is simply old and out-of-date.

In the last year, these 4 stories all appeared on online news sites - and not on April the 15!
Which is the only one that is true:

“Fast food restaurant serves customer deep-fried rat”
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Activity 5: ‘Fake News!” and how to spot it - solutions and tips:
The true headline was 3 — a flight left Oslo in January 2017, headed for Munich but only got as far as Sweden
before it had to turn back. There were 85 plumbers on board, but the toilet could only be repaired from the

outside. The airline said it wouldn't ‘risk sending a plumber to work at 10,000m’!

We need to source and use accurate information because:
1 Not recognising biased information sources can mean we are manipulated
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Activity 6: What's in your digital footprint? Use é: b

First, ask the group what they know about what a
digital footprint is.

Briefly explain how a digital footprint is created and what will
appear in their footprint as required.

Then, in groups ask them to discuss and feedback on:

* What content they should avoid putting on future profiles on sites like Facebook or Twitter
* What they should avoid adding to other people’s social media profiles in future

* What content they should remove from a profile if it is going to be viewed by a prospective
employer or educational organisation in future.
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Activity 6: What's in your digital footprint? Solutions and tips:

Your digital footprint is made up of:

Your browser history which holds details of which sites you have visited, your social media and gaming activity and
profiles and what you ‘like’ or ‘share’ or comment

Videos or comments posted to YouTube, blogs, or forums, emails, attachments, downloads, Skype calls
Information given to companies e.g. when buying online, registering for offers or free gifts.

In the future, when using social media such as Facebook and online sites and services such as YouTube

1.
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Think before you post: Do you want everyone to see it - friends, family, grandparents, employers? You
should be proud of everything you post online, it could be there forever!

Search for yourself online: Do a Google search of your name and see what you find.
If it's something you aren’t happy with, how can you remove it or make private by adjusting your settings?

Know your privacy settings: make sure you know what you are sharing on social networks:
Do you want online posts or comments to be shared with your friends only or with the public?
Remember your friends’ settings affect your footprint if they share your posts with the public.

Replace old negative information with new, positive details: Ask yourself what will employers, tutors or
other people like to see? Which photo will show you in a professional light? What achievements or qualifications
can you list? Can you get someone to write a recommendation or testimonial of your work?

Deactivate and delete negative footprint accounts: The content is then no longer live or searchable.




Activity 7: Effective e
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Activity 7
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Activity 8: Checking your digital documents Use ) V\\}@ﬁ Z

It's very important that documents such as CVs, company brochures and business letters use formal
language, appropriate formats and are carefully checked before we send them out.
Most Office software suites e.g. Open Office, Office 365 have facilities to help us with our writing.

Ask the group how they can check and improve writing in their formal digital documents.
Invite them to work in groups of 3 or 4 to respond to the following questions.

What tools are available to help them spot errors?

They might like to demonstrate using pen and paper how errors in documents are shown up on

screen and how they can correct them. Are there any drawbacks to their use?

What tools can help them improve the quality of writing and use of vocabulary?
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Activity 8: Checking your digital documents — hints and suggested solutions

Checking for and correcting errors:

Spelling or typing errors are underlined red as you type — right-click on them to get
suggestions for corrections. Select the option you want to have it automatically replaced

5 Errors in grammar and words that have been misused are underlined blue. Right-click

to get suggestions for corrections. Again, select the option you want to have it replaced

Warning: words that Word does not have in its dictionary, such as place names like
Macclesfield will still be underlined red - don't always assume all flagged errors are mistakes

Spelling &
wlFrapomar,

When you have written the first draft of your document, you can go to the Review tab in
Word and select the Spelling and Grammar check. It will list errors in the text.

Building vocabulary and word variety in your writing, counting number of words written:

=

Thesaurus

If you've used a word such as ‘great’ in a paragraph already and want an alternative, select
the word and click ‘Thesaurus’ to get alternatives such as ‘impressive’ or ‘fantastic’

ABC
123111
Word

Sometimes when you apply for a job or a college place you will have to write a statement
which will have a word limit, e.g. describe your previous experience (250 words max)
The Word Count feature can help you by telling you the total number of words written.
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Activity 9: Getting copyright right Use ‘ Z

When we create business documents or webpages it's great to add engaging images to make them attractive.
When we use other people’s images we need to be very careful that we are not infringing copyright law. We
also need to protect the digital objects we create from unlawful use.

Ask the group if they understand how copyright works.

Then share the Creative Commons chart on next page with them, explaining how its author has placed the
license image and text at the foot of it. Read the following statements to the group — you might wish to
divide a larger group into two or three teams and make this a competitive quiz. Why not add scenarios of
your own to supplement the 4 examples below?

All the learners have to do is to say ‘within the law’ or ‘copyright breached’.

1. I've used a Creative Commons licensed image on the website that is free for commercial use and will
credit the photographer of the image if anyone asks me where it came from.

2. I've created a website with a logo that | have designed and added some of my own photos.

3. I've used a Creative Commons image with a CC-BY-NC license on my website which sells
t-shirts that | have made

4. | have used some images which have a CC BY-ND license on my website without editing them. I've
credited the creators of those images at the foot of the page that they appear on.
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Activity 9: Getting copyright right — CC solutions and hints
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Activity 10: Designing formal, professional documents Use

When we are designing documents for business such as posters, flyers, brochures or online content
for websites or blogs we can help to make sure that they are accessible (easily readable by our
audience) and look professional by using some basic design rules. These rules are also useful if we
are designing logos or letterheads, too.

Ask the group what they know about document design rules
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Activity 10: Designing professional documents — suggested solutions

When we are designing business documents we need to think about whether they will look
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Activity 11: The correct tool for the job Use

There are lots of choices available when deciding how to communicate and
collaborate over digital systems. It's important to choose the appropriate
tool or method depending on the information you wish to share.

The table
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Activity 12: Search smart Use

An internet search that is too general will produce thousands of unwanted results.
Use these rules to help search engines give you the results you need:
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